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DETAILED ACTION 

1 . This communication is in response to the applicant's amendment filed April 7, 
2005. Claims 1 ,7, 1 3, and 27 have been amended. Claim 23 has been canceled. 
Claims 1-22 and 24-43 are pending in this case. . 

Response to Arguments 

2. Applicant's arguments with respect to claims 1 -22 and 24-42 have been 
considered but are moot in view of the new ground(s) of rejection. 

Claim Rejections - 35 USC § 101 

3. 35 U.S.C. 101 reads as follows: 

Whoever invents or discovers any new and useful process, machine, manufacture, or composition of 
matter, or any new and useful improvement thereof, may obtain a patent therefor, subject to the 
conditions and requirements of this title. 

4. Claims 7, 13, and 27 are rejected under 35 U.S.C. 101 because the claimed 
invention is directed to non-statutory subject matter. 

The basis of this rejection is set forth in a two-prong test of: 

(1) whether the invention is within the technological arts; and 

(2) whether the invention produces a useful, concrete, and tangible result. 

5. For a claimed invention to be statutory, the claimed invention must be within the 
technological arts. Mere ideas in the abstract (i.e., abstract idea, law of nature, natural 
phenomena) that do not apply, involve, use, or advance the technological arts fail to 
promote the "progress of science and the useful arts" (i.e., the physical sciences as 
opposed to social sciences, for example) and therefore are found to be non-statutory 
subject matter. For a process claim to pass muster, the recited process must somehow 
apply, involve, use, or advance the technological arts. 
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6. In the present case, claims 7, 13, and 27 only recite an abstract idea. The 
recited steps of merely providing an authentication service, through a set of a plurality of 
authentication mechanisms, wherein a user is granted or denied access to a service or 
information does not apply, involve, use, or advance the technological arts since all of 
the recited steps can be performed in the mind of the user or by use of a pencil and 
paper. These steps only constitute an idea of how to select an authenticate or verify the 
identity of a user. 

7. Additionally, for a claimed invention to be statutory, the claimed invention must 
produce a useful, concrete, and tangible result. In the present case, the claimed 
invention produces the authentication of the identity of a user (i.e., repeatable) used in 
verifying the right to certain services or information (i.e., useful and tangible). 

8. Although the recited process produces a useful, concrete, and tangible result, 
since the claimed invention, as a whole, is not within the technological arts as explained 
above, independent claims 7, 13, and 27 and their dependent claims 8-12, 14-22, 24- 
26, and 28-40 are deemed to be directed to non-statutory subject matter. 

Claim Rejections - 35 USC § 102 

9. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a printed 
publication in this or a foreign country, before the invention thereof by the applicant for a patent. 

(e) the invention was described in (1 ) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
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only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

10. Claims 1-6 are rejected under 35 U.S.C. 102(e) as being anticipated by Bander 
et al (US 4,500,750). 

11. Regarding claim 1 - 

Elander discloses a method of providing an authentication service, comprising: relating 
a user identity to a set of a plurality of authentication mechanisms; relating a type of 
transaction with a relying party to a level of authentication; and authenticating the user 
identity through at least one authentication mechanism in the set of the plurality of 
authentication mechanisms for the type of transaction, according to the level of 
authentication (e.g. col 5 p 8 - col 6 p 2). 

12. Regarding claims 2-6 - 

Elander discloses the method as recited in claim 1, further comprising: selecting the at 
least one authentication mechanism depending on the plurality of authentication 
mechanisms related with the user and the level of authentication (e.g. col 5 p 6); further 
comprising: monitoring a series of authentications for the relying party to detect fraud 
(e.g. col 5 p 6); wherein the authentication mechanisms in the set of authentication 
mechanisms are part of a distributed system (e.g. col 6 p 7); wherein at least one of the 
authentication mechanisms is mobile (e.g. col 2 p 3); a computer-readable medium 
having computer-executable instructions for performing the method as recited in claim 1 
(e.g. col 2 p 3). 

13. Claims 41-43 are rejected under 35 U.S.C. 102(e) as being anticipated by 
Elander et al (US 4,500,750). 
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14. Regarding claim 41 - 

Elander discloses a method of authentication, comprising: requesting, by a user to a 
relying party, a protected service; sending, by the relying party, a description of the 
request to an authorization server; determining, by the authorization server, a first level 
of assurance; sending, by the authorization server to an authentication server, the first 
level of assurance; requesting, by an authentication server, authentication from the 
user; entering, by the user, authentication information into an authentication device; 
sending, by the authentication device to the authentication server, authentication 
information; verifying, by the authentication server, the authentication information using 
authentication verification information stored in a portfolio in a database that is 
associated with the user; computing, by the authentication server, a second level of 
assurance; evaluating whether the second level of assurance is high enough; sending, 
by the authentication server to the authorization server, a first success message, upon 
determining the second level of assurance is high enough; verifying, by the 
authorization server, information from the authentication server; verifying, by the 
authorization server, that the user is allowed to perform the protected service; sending, 
by the authorization server to the relying party, a second success message, upon 
verification of the information from the authentication server and verification that the 
user is allowed to perform the protected service; and providing, by the relying party to 
the user, the protected service (e.g. col 2 p 1 0 - col 3 p 1 ). 

1 5. Regarding claims 42-43 - 



Application/Control Number: 1 0/01 7,835 Page 6 

Art Unit: 3621 

Elander discloses the method as recited in claim 41 , further comprising: requesting, by 
the authentication server to the user, authentication using at least one additional 
authentication method, upon determining the second level of assurance is not high 
enough; further comprising sending, by the authentication server to the authorization 
server, a first failure message and a reduced level of assurance, upon determining the 
user is unable to 5 authenticate using the at least one additional authentication method; 
storing, by the authorization server, the reduced level of assurance; sending, by the 
authorization server to the relying party, a second failure message; and providing, by 
the relying party to the user, a third failure message (e.g. col 5 p 8 - col 6 p 2 ). 

16. Examiner's note: Examiner has cited particular columns and line numbers in 
the references as applied to the claims above for the convenience of the applicant. 
Although the specified citations are representative of the teachings in the art and are 
applied to the specific limitations within the individual claim, other passages and figures 
may be applied as well. It is respectfully requested from the applicant, in preparing the 
responses, to fully consider the references in entirety as potentially teaching all or part 
of the claimed invention as well as the context of the passage as taught by the prior art 
or disclosed by the examiner. 

Conclusion 

17. The prior art made of record and not relied upon is considered pertinent to 
applicant's disclosure. 

1 8. Rubin (US 5,638,446) discloses a method for the secure distribution of electronic 
files in a distributed environment. 
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1 9. Johnson et al (US 5,428,795) discloses a method of and apparatus for providing 
automatic security control of distributions within a data processing center. 

20. Bourbon (US 5,822,408) discloses a method and apparatus for verifying the 
identity of a receiver of a facsimile. 

21 . Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Cristina Owen'Sherr whose telephone number is 571- 
272-671 1 . The examiner can normally be reached on 8:30-5:00 Monday through 
Friday. 

22. If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, James Trammell can be reached on 571-272-6712. The fax phone number 
for the organization where this application or proceeding is assigned is 703-872-9306. 

23. Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-21 7-91 97 (toll-free). \ 



